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HERTSMERE BOROUGH COUNCIL 
 

Meeting name & Date 

 

EXECUTIVE 

13 January 2020 

Agenda item 7.1  

Report title Recommendations from Policy Review Committee – 
Data Security 

Report reference no. EX/21/05 

Wards affected All wards 

Report author, job 
title & email 

Matthew Bunyon, Head of Finance & Business Services 

Matthew.bunyon@hertsmere.gov.uk  

List of Appendices Appendix 1 : Executive Response to Recommendations 

Reason for urgency Not applicable 

Is it a Key Decision? No 

Call-in expires on This will be five working days after the decision is 
published (not made). You cannot implement the 
decision before this date. 

Exempt from Call-in Not applicable 

Portfolio Holder Councillor Pervez Choudhury 

Community Safety and Performance 
 

 

PUBLIC REPORT - this report is available to the public. 
 

 
 
1 RECOMMENDATION 

 
1.1 The Executive agree the responses to the recommendations of the Policy 

Review Committee. 
 

 
2 PURPOSE OF THIS REPORT 

 
2.1 At its meeting on 1 October 2020, the Policy Review Committee received a 

report on the review of the Council’s Data Security. A number of 
recommendations were made and the Executive were asked to consider and 
respond to these recommendations. 
 

2.2 Section 122 of the Local Government and Public Involvement in Health Act 
2007 places a duty on the Executive to respond to recommendations from 
scrutiny committee, indicating what action the Executive propose to take. The 
response to the recommendations are set out in Appendix A. 
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3 REASONS FOR RECOMMENDATION 

 
3.1 At its meeting on 11 November the Executive received a report from the Policy 

Review Committee in relation to the Committee’s review of the Council’s Data 
Security. 
 

3.2 The Executive are required to respond to the Policy Review Committee within 
two months of receiving scrutiny recommendations. The Executive and 
relevant officers have considered the recommendations made by the Policy 
Review Committee and the responses to those recommendations are set out 
in appendix 1. 

 
 
4 ALTERNATIVE OPTIONS 

 
4.1 The Executive could choose not to support the recommendations of the Policy 

Review Committee. 
 

 
5 BACKGROUND 

 
5.1 The Policy Review Committee undertook a review of the Council’s Data 

Security as Members of the Committee sought assurance that security risks 
had been mitigated now that data was stored on the Cloud and that data 
security was sufficiently robust. 
 

5.2 The objective of the Review was to ascertain the status of the following: 
 

(i) The Data Management processes of this Council. 

(ii) How security risks had been mitigated now that data was stored on the 
Cloud? 

(iii) Was data security sufficiently robust to give residents assurance that 
their data was secure? 

(iv) What measures are in place to prevent the unauthorised access of 
sensitive data? 

(v) How the movement of sensitive data is monitored, especially when 
transferred out of internal systems? 

(vi) Whether the Council’s policy relating to data protection is compliant with 
all relevant legislation? 

 
5.3 More detail of the review were set out in the report of the Policy Review 

Committee reported to the Executive in November. The recommendations 
and the Executive’s responses to those recommendations are set out in 
appendix 1. 
 

 
6 FINANCIAL AND BUDGET FRAMEWORK IMPLICATIONS 

 
6.1 There are none arising directly from this report. 
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7 LEGAL POWERS RELIED ON AND ANY LEGAL IMPLICATIONS 
 

7.1 The Policy Committee Review looked at whether the Council’s policy relating 
to data protection is compliant with all relevant legislation. 
 

 
8 EFFICIENCY GAINS AND VALUE FOR MONEY 

 
8.1 There are none arising directly from this report. 
 
 
9 RISK MANAGEMENT IMPLICATIONS 

 
9.1 There are none arising directly from this report. 
 
 
10 PERSONNEL IMPLICATIONS 

 
10.1 There are none arising directly from this report. 
 
 
11 EQUALITIES IMPLICATIONS 

 
11.1 There are none arising directly from this report. 
 
 
12 CORPORATE PLAN and POLICY FRAMEWORK IMPLICATIONS 

 
12.1 There are none arising directly from this report. 
 
 
13 ASSET MANAGEMENT IMPLICATIONS 

 
13.1 There are none arising directly from this report. 

 
 

14 HEALTH AND SAFETY IMPLICATIONS 
 

14.1 There are none arising directly from this report. 
 
 
15 BACKGROUND DOCUMENTS USEDTO PREPARE THIS REPORT 

  

Document Title: Filed at: 

Policy Review Committee 
Scrutiny Review of Data Security  

Hertsmere website 
Policy Review Committee 
1 October 2020 

 
 
16 CONSULTATION ON DRAFT REPORT 

 
16.1 A draft of this report was sent to the following on the following dates: 
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Consultee Report sent Comments 
rcvd 

Managing Director & Corporate 
Director (COB) 

25/11/20  

Head of Finance & Business Services Author Author 

Head of Legal & Democratic Services 25/11/20  

Portfolio Holder Community Safety and 
Performance 

25/11/20  
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Executive Response to Policy Review Committee 
Recommendations from Review of Data Security 
 

Recommendation 1 Consider whether some departments should have 
predictive text removed to prevent communications being 
sent to the wrong person, given that the Data Breach Log 
shows this to be a common-place error. 

Response Partially agreed. 

This recommendation is in relation to predictive text in the 
email address box and is relatively straightforward to 
implement and can be applied to a department or to 
individuals (also see recommendation 3 below). 

It is recommended that this could apply where a data 
breach of this nature occurs three times. It is proposed 
that this is communicated to all staff through the weekly 
staff email and that Managers are informed directly of 
data breaches of this nature so they can addressed this 
directly with the member of staff. 

Individual staff members or managers are also able to 
request that predictive text is turned off through a call to 
the IDS Service Desk. 

Completion Date Ongoing 

Lead Officer Information Digital Services Manager 

 

Recommendation 2 That the Data Breach Log be reported annually to 
Operations Review Committee and the Log must identify 
where a breach is due to the same 
task/department/person (person’s name to be 
anonymised) and that the Log include a separate section 
for data breaches that were not due to the Council but by 
external parties, or where it is unclear how the breach 
occurred only that it had occurred. 

Response Agreed 

Completion Date Annual report to Policy Review Committee 

Lead Officer Policy Review Committee / Committee Clerk 
Data Protection Officer 

 

Recommendation 3 That where a person/department mis-addresses an e-
communication three times, then predictive text should be 
disabled for them. 

Response See response to recommendation 1 above 

Completion Date Ongoing 

Lead Officer Information Digital Services Manager 

 

Recommendation 4 That breaches of printed/hardcopy data should be 
included in the Data Breach Log. 

Response Agreed 

Completion Date Already implemented 

Lead Officer Data Protection Officer 
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Recommendation 5 That the Council should make its processes paperless 
wherever possible, eg introduce personal accounts for 
residents to log into to manage payments etc. because 
this will reduce communication breaches and help to 
tackle climate change. 

Response Agreed processes should be paperless where possible. A 
citizen account is currently being looked at through the 
CRM project. 

Completion Date March 2022 

Lead Officer Customer Services & Digital Transformation Manager and 
Information Digital Services Manager 

 

Recommendation 6 That the Council’s achievement of the Public Service 
Network Compliance Certificate should be publicised 
more prominently, eg on the Council website, so that 
residents are reassured about data security. 

Response Not agreed. 
It is not advised that the Council’s Public Service Network 
Compliance Certificate be publicised as this could result in 
additional targeting. 

Completion Date N/A 

Lead Officer N/A 

 

Recommendation 7 That a Retention Schedule should be adopted that meets 
the requirements of the General Data Protection 
Regulation and draws upon the Public Records Office 
model. 

Response A retention scheduled has now been adopted and Data 
Protection Policies have been revised and were agreed by 
the Executive in November. 

Completion Date Completed 

Lead Officer Head of Legal and Democratic Services 

 

Recommendation 8 That mandatory training on data security should be 
provided to all Councillors. 

Response Information Digital Services have recently procured a 
Cyber-security service which includes separate GDPR 
and security awareness training packages that are being 
rolled out to Members and staff. 

Completion Date March 2021 

Lead Officer Information Digital Services Manager 

 

Recommendation 9 That an iPad Customer Workshop should be held with a 
mix of high-intensity and low-intensity users, IDS staff and 
the Community Safety and Performance Portfolio holder 
to ascertain the essential level of security locks that must 
be enabled on the Council iPad, as currently they were 
completely locked-down and hindering Councillors from 
easily carrying out basic tasks, eg report writing. 

Response Some of the functionality on iPads that had been locked 
down have since been enabled and are being tested by 
Policy Review Committee Members. 
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Discussions are ongoing with the Portfolio Holder, Policy 
Review Committee Members and Information Digital 
Services in relation to the iPad policy to ensure Members 
can make full use of their iPads whilst also remaining 
secure. 

It is also planned to hold a customer workshop in the new 
year. 

Completion Date March 2021 

Lead Officer Information Digital Services Manager 

 


